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Computer Science and Engineering

UI9CSV2]1 —INFORMATION SECURITY

(Regulation 2019)

Time: Three Hours

Answer ALL the questions

Maximum: 100 Marks

Knowledge Levels | K1 — Remembering K3 — Applying

K5 - Evaluating

(KL) K2 — Understanding K4 — Analyzing K6 - Creating

PART - A

(10 x 2 = 20 Marks)

Q.No. Questions Marks KL CO

1. List out the different components of an Information System. 2 K1 COl1

e Infer the need of Information Security. 2 K2 COl

3 Define Threat with an example. 2 K1 CO2

4. Compare threat with attack.. 2 K2 CO2

5. Recall the activities of Risk Management. 2 K1 CO3

6. Identify the role of Risk Assessment. 2 K2 CO3

7. What is the main objective of ISO 17799/BS 7799 standard? 2 K1 CO4

8. Summarize the importance of Information Security Policy. 2 K2 CO4

9. What are access control devices? 2 K2 CO5

10.  Define Intrusion Detection System (IDS). 2 K1 CO5
PART -B

(5 x 13 = 65 Marks)

Q.No. Questions Marks KL CcO

11. a) Explain the Software Development Life Cycle (SDLC) and the 13 K2 COl

significance of balancing between Security and Access.

il



b)
12. a)
b)
13. a)
b)
14. a)
b)
15. a)
b)
Q.No.
16. a)
b)

(OR)

Explain the NSTISSC Security Model and the importance of
securing the components of Information System in details.

Illustrate the importance security investigation and highlight
its need of business organization.

(OR)
Outline the Legal, FEthical and Professional issues in
Information Security.

Organize the different stages of Risk identification with
examples.

(OR)
Give an example of real life scenario of Risk Assessment and
explain the different steps for Risk Assessment in detail.

Why NIST Models are important in Information Security and
what are the importance of ISO 17799/BS 7799 Standard from
your point of view?
(OR)
i. Analyze the importance of different Security Policies in
details from your point of view.
ii. Why Security Standards and Practices are essential to
design a Security Architecture?

Explain the importance of IDS in Information Security and its
different types.

(OR)
Explain the need of access control devices and different
Scanning and Analysis tools in Information Security.

PART -C

Questions

Give a detail blueprint for Information Security with its
different NIST models.

(OR)
With an example of real life scenario demonstrate the need of
cryptography in a software-based industries.
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